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Instructions: Answer all questions. Answers without any explanation or justification will not be given any marks
even when the final answer is correct. Write your assumptions clearly.

Q1
.

(a) You have found an old ciphertext, where you know that the plaintext discusses cryptographic
methods. You suspect that a Vigenere Cipher has been used and therefore look for repeated strings in the
ciphertext.You find that the string GIPDVHIVRGVA occurs twice in the ciphertext. The first occurrence
starts at character position 10 in the text and the second at character position 241 (start counting from 1).

You make the inspired guess that this ciphertext sequence is the encryption of the plaintext word
“cryptography”. If this guess is correct, what is the key?

[3M]

.
(b) In Diffie-Helman key exchange protocol both the parties generate a public value ( ) where𝑔α 𝑚𝑜𝑑 𝑝 𝑔
is a generator, is a prime number and a locally generated random number. Based on the public𝑝  α 𝑖𝑠 
value of each other both the parties can calculate a common secret value. Consider a modified
Diffie-Helman key exchange in which the public value is calculated as . How two parties canα𝑔 𝑚𝑜𝑑 𝑝
use this modified mechanism to establish a common secret among themselves. How can an adversary get
the key without knowing the secret values of both the parties? Can adversary also find the secret values.

[3M]
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(c) In elliptic curve arithmetic what would be the value of 2Q and 3Q where Q is a point on the elliptic
curve if the tangent line at Q is vertical?

[2M]

(d) Consider the elliptic curve define by with a modulus of . Compute the𝑦2 = 𝑥3 + 2𝑥 + 1 𝑝 = 11
value of 2G and 3G for the point G = (3,2).

Solution:

correction: G = (3,1)
Answer:

[2M]

Q2
.

(a) Using a chosen plaintext attack, show that the following MAC is not secured. Assume the message
length is the multiple of block size.

[4M]
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(b) Consider the following hash function based on asymmetric key encryption with known public and
private keys. Either the public key or the private key can be used for the encryption purpose.

Show that the above hash does not satisfy the weak collision resistant property.

[4M]

Q.
5

Consider a family of functions . Imagine that you are in a room which contains a terminal𝐹 :   𝐾𝑋𝐷 → 𝑅
connected to a computer outside your room. You can type something into your terminal and send it out,
and an answer will come back. The allowed questions you can type must be elements of the domain D,
and the answers you get back will be elements of the range R. The computer outside your room
implements a function so that whenever you type a value X you get back g(X). However, your𝑔 : 𝐷 → 𝑅
only access to g is via this interface, so the only thing you can see is the input-output behavior of g. We
consider two different ways in which g will be chosen, giving rise to two different worlds.

World 0: The function g is drawn at random from the set Func(D,R), where Func(D,R) is the set of all
one to one functions from D to R.
World 1: The function is drawn at random from F. This means that a key is chosen randomly from K𝑔
and then g is set to FK.

You are not told which of the two worlds was chosen. The choice of world, and of the corresponding
function g, is made before you enter the room, meaning before you start typing questions. Once made,
however, these choices are fixed until your “session" is over. Your job is to discover which world you are
in. To do this, the only resource available to you is your link enabling you to provide values X and get
back g(X). After trying some number of values of your choice, you must make a decision regarding
which world you are in. The quality of pseudorandom family F can be thought of as measured by the
difficulty of telling, in the above game, whether you are in World 0 or in World 1. Eventually, your
algorithm A, would output a bit b which is its decision as to which world you are interacting with.
Outputting the bit “1" means that A “thinks" it is in world 1; outputting the bit “0" means that A thinks it
is in world 0.

Let be a family of functions, and let A be an algorithm that takes an oracle for a function𝐹 :   𝐾 𝑋 𝐷→𝑅
, and returns a bit.𝑔: 𝐷→𝑅

[6M]
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The prp-advantage of A is defined as ,𝐴𝐷𝑣
𝐹
𝑝𝑟𝑝 𝐴( ) = Pr 𝑃𝑟 𝐸𝑋𝑃 1( ) = 1[ ] − Pr 𝑃𝑟 𝐸𝑋𝑃 0( )[ ] = 1]

,where EXP(1) and EXP(0) corresponds to interacting with world 1 and world 0 respectively.

Now, consider the following block cipher (family of functions) 𝐸: 0, 1{ }3 𝑋 0, 1{ }2→  0, 1{ }2 :

Key 0 1 2 3
0 0 1 2 3
1 3 0 1 2
2 2 3 0 1
3 1 2 3 0
4 0 3 2 1
5 1 0 3 2
6 2 1 0 3
7 3 2 1 0

The eight possible keys are the eight rows, and each row shows where the points to which 0, 1, 2, and 3
map. Compute the maximal PRP-advantage an adversary can get (a) with one oracle query (b) with
two oracle queries, and (c) with four oracle queries.
By oracle query, we mean that the adversary can choose a message (say x) from his side and get the value
of E(key,x) for a key value randomly chosen by the challenger before the start of the game and not known
to the adversary. Also give the algorithms of adversary for each case.

Ans: 0, 1/3, 2/3

Q6
.

Consider a variant of Caesar cipher defined as follows. Let X1 = {0,1,…., 12} and X2 = {13,14,…., 25}.
Let M=C=K=X=X1 ∪ X2. Define
𝐸

𝑘
𝑚( ) =  { 𝑚 + 𝑘( )𝑚𝑜𝑑 13                      𝑖𝑓 𝑘 ∈𝑋

1
 ∧𝑚 ∈𝑋

1
 𝑚                                                 𝑖𝑓 𝑘 ∈𝑋

1
 ∧𝑚 ∈𝑋

2
 𝑚

Now consider, a double encryption scheme , as . Assume k1 and k2 are(𝐸2,  𝐷2) 𝐸
𝑘1,𝑘2
2 𝑚( ) = 𝐸

𝑘2
(𝐸

𝑘1
𝑚( ))

independent. Answer the following questions.

Let be the observed ciphertext generated using . What is the probability that is the𝑐
0

= 7 𝐸2 𝑐
0

encryption of plaintext .𝑚 = 𝑚
0
 𝑠. 𝑡. 𝑚

0
= 𝑐

0
 𝑖. 𝑒. 𝑃𝑟𝑜𝑏[𝑚 = 𝑚

0
|𝑐 = 𝑐

0
]

Is perfectly secure? Why or why not?𝐸2,  𝐷2( )

[8M]
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Q8
.

a) Why is the authentication protocol as shown
in Fig. 1 insecure even when instantiated and
used correctly (i.e., both and are random𝑟

𝑎
𝑟

𝑏
numbers and was securely shared in the𝐾

𝐴𝐵
first place)?

[8M]

b) Present two ways to modify the authentication
protocol as given in Fig 1. Write down the
modified protocols in details and state your
assumptions clearly. Fig. 1

Ans, a)

Ans b)
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